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A practical guide for comparing, designing, and deploying IPsec, MPLS Layer 3, L2TPv3, L2TPv2, AToM,
and SSL virtual private networks

Explore the major VPN technologies and their applications, design, and configurations on the Cisco IOS®●

Router, Cisco® ASA 5500 Series, and the Cisco VPN 3000 Series Concentrator platforms
Compare the various VPN protocols and technologies, learn their advantages and disadvantages, and●

understand their real-world applications and methods of integration
Find out how to design and implement Secure Socket Layer (SSL) VPNs, including consideration of●

clientless operation, the Cisco SSL VPN Client, the Cisco Secure Desktop, file and web server access, e-
mail proxies, and port forwarding
Learn how to deploy scalable and secure IPsec and L2TP remote access VPN designs, including●

consideration of authentication, encryption, split-tunneling, high availability, load-balancing, and NAT
transparency
Master scalable IPsec site-to-site VPN design and implementation including configuration of security●

protocols and policies, multiprotocol/ multicast traffic transport, NAT/PAT traversal, quality of service
(QoS), Dynamic Multipoint VPNs (DMVPNs), and public key infrastructure (PKI)

Virtual private networks (VPNs) enable organizations to connect offices or other sites over the Internet or a
service provider network and allow mobile or home-based users to enjoy the same level of productivity as
those who are in the same physical location as the central network. However, with so many flavors of VPNs
available, companies and providers are often hard pressed to identify, design, and deploy the VPN solutions
that are most appropriate for their particular network architecture and service needs.
 
Comparing, Designing, and Deploying VPNs brings together the most popular VPN technologies for
convenient reference. The book examines the real-world operation, application, design, and configuration of
the following site-to-site VPNs: Layer 2 Tunneling Protocol version 3 (L2TPv3)-based Layer 2 VPNs
(L2VPN); Any Transport over MPLS (AToM)-based L2VPN; MPLS Layer 3-based VPNs; and IP Security
(IPsec)-based VPNs. The book covers the same details for the following remote access VPNs: Layer 2
Tunneling Protocol version 2 (L2TPv2) VPNs; L2TPv3 VPNs; IPsec-based VPNs; and Secure Socket Layer
(SSL) VPNs. Through the operation, application, and configuration details offered in each chapter, you’ll
learn how to compare and contrast the numerous types of VPN technologies, enabling you to consider all
relevant VPN deployment options and select the VPN technologies that are most appropriate for your
network.
 
Comparing, Designing, and Deploying VPNs begins with an introduction of the types of VPNs available.
Subsequent chapters begin with an overview of the technology, followed by an examination of deployment
pros and cons that you can use to determine if the particular VPN technology is appropriate for your
network. Detailed discussion of design, deployment, and configuration make up the heart of each chapter.
Appendix A offers insight into two multipoint emulated LAN services that can be deployed over a MAN or
WAN: Virtual Private LAN Service (VPLS) and IP-only Private LAN Service (IPLS).
 
If you are a network architect, network engineer, network administrator, an IT manager, or CIO involved in



selecting, designing, deploying, and supporting VPNs, you’ll find Comparing, Designing, and Deploying
VPNs to be an indispensable reference.
 
This book is part of the Cisco Press® Networking Technology Series, which offers networking professionals
valuable information for constructing efficient networks, understanding new technologies, and building
successful careers.
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From reader reviews:

Peter Clark:

The book Comparing, Designing, and Deploying VPNs (Networking Technology) give you a sense of
feeling enjoy for your spare time. You need to use to make your capable a lot more increase. Book can to be
your best friend when you getting stress or having big problem using your subject. If you can make looking
at a book Comparing, Designing, and Deploying VPNs (Networking Technology) for being your habit, you
can get much more advantages, like add your current capable, increase your knowledge about many or all
subjects. You may know everything if you like available and read a e-book Comparing, Designing, and
Deploying VPNs (Networking Technology). Kinds of book are a lot of. It means that, science e-book or
encyclopedia or other people. So , how do you think about this e-book?

Julie Nealy:

What do you about book? It is not important along? Or just adding material when you really need something
to explain what your own problem? How about your time? Or are you busy person? If you don't have spare
time to do others business, it is give you a sense of feeling bored faster. And you have free time? What did
you do? All people has many questions above. The doctor has to answer that question because just their can
do this. It said that about guide. Book is familiar on every person. Yes, it is proper. Because start from on
kindergarten until university need this specific Comparing, Designing, and Deploying VPNs (Networking
Technology) to read.

Sandra Jordon:

You may spend your free time to read this book this e-book. This Comparing, Designing, and Deploying
VPNs (Networking Technology) is simple bringing you can read it in the area, in the beach, train and soon.
If you did not have got much space to bring the printed book, you can buy the actual e-book. It is make you
simpler to read it. You can save the particular book in your smart phone. And so there are a lot of benefits
that you will get when one buys this book.

Eddie McCoy:

Don't be worry when you are afraid that this book can filled the space in your house, you will get it in e-book
way, more simple and reachable. This particular Comparing, Designing, and Deploying VPNs (Networking
Technology) can give you a lot of good friends because by you looking at this one book you have factor that
they don't and make you more like an interesting person. That book can be one of a step for you to get
success. This book offer you information that perhaps your friend doesn't learn, by knowing more than
various other make you to be great persons. So , why hesitate? Let me have Comparing, Designing, and
Deploying VPNs (Networking Technology).
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