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Electricity is vital to the commerce and daily functioning of United States. The modernization of the grid to
accommodate today’s uses is leading to the incorporation of information processing capabilities for power
system controls and operations monitoring. The “Smart Grid” is the name given to the evolving electric
power network as new information technology systems and capabilities are incorporated. While these new
components may add to the ability to control power flows and enhance the efficiency of grid operations, they
also potentially increase the susceptibility of the grid to cyber (i.e., computer-related) attack since they are
built around microprocessor devices whose basic functions are controlled by software programming. The
potential for a major disruption or widespread damage to the nation’s power system from a large scale
cyberattack has increased focus on the cybersecurity of the Smart Grid.

Federal efforts to enhance the cybersecurity of the electrical grid were emphasized with the recognition of
cybersecurity as a critical issue for electric utilities in developing the Smart Grid. The Federal Energy
Regulatory Commission (FERC) received primary responsibility for the reliability of the bulk power system
from the Energy Policy Act of 2005. FERC subsequently designated the North American Electric Reliability
Corporation (NERC) as the “Electric Reliability Organization” (ERO) with the responsibility of establishing
and enforcing reliability standards. Compliance with reliability standards for electric utilities thus changed
from a voluntary, peer-driven undertaking to a mandatory function. The Energy Independence and Security
Act of 2007 (EISA) later added requirements for “a reliable and secure electricity infrastructure” with regard
to Smart Grid development. NERC is also responsible for standards for critical infrastructure protection
(CIP) which focus on planning and procedures for the physical security of the grid. Self-determination is a
key part of the CIP reliability process. Utilities are allowed to self-identify what they see as “critical assets”
under NERC regulations. Only “critical cyber assets” (i.e., as essential to the reliable operation of critical
assets) are subject to CIP standards. FERC has directed NERC to revise the standards so that some oversight
of the identification process for critical cyber assets was provided, but any revision is again subject to
stakeholder approval. While reliability standards are mandatory, the ERO process for developing regulations
is somewhat unusual in that the regulations are essentially being established by the entities who are being
regulated. This may potentially be a conflict of interest, especially when cost of compliance is a concern, and
acceptable standards may conceivably result from the option with the lowest costs. Since utility systems are
interconnected in many ways, the system with the least protected network potentially provides the weakest
point of access.

Cybersecurity threats represent a constantly moving and increasing target for mitigation activities and
mitigation efforts could likewise spiral upward in costs. Recovery of costs may present a major challenge
especially to distribution utilities and state commissions charged with overseeing utility costs. EISA only
requires states to consider recovery of costs related to Smart Grid systems. FERC has jurisdiction over the
bulk power grid, and cannot compel entities involved in distribution to comply with its regulations.
Recoverability from a cyber attack on the scale of something which could take down a significant portion of
the grid will likely be very difficult, but maintaining a ready inventory of critical spare parts in close
proximity to key installations could quicken recovery efforts from some types of attack. The electricity grid
is connected to (and largely dependent on) the natural gas pipeline, water supply, and telecommunications
systems.
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From reader reviews:

Emily Walker:

The book The Smart Grid and Cybersecurity - Regulatory Policy and Issues make one feel enjoy for your
spare time. You may use to make your capable considerably more increase. Book can to become your best
friend when you getting pressure or having big problem together with your subject. If you can make reading
through a book The Smart Grid and Cybersecurity - Regulatory Policy and Issues to become your habit, you
can get a lot more advantages, like add your capable, increase your knowledge about some or all subjects. It
is possible to know everything if you like open up and read a book The Smart Grid and Cybersecurity -
Regulatory Policy and Issues. Kinds of book are a lot of. It means that, science book or encyclopedia or
others. So , how do you think about this publication?

Charles Jose:

Here thing why that The Smart Grid and Cybersecurity - Regulatory Policy and Issues are different and
trustworthy to be yours. First of all reading a book is good but it really depends in the content of computer
which is the content is as tasty as food or not. The Smart Grid and Cybersecurity - Regulatory Policy and
Issues giving you information deeper as different ways, you can find any e-book out there but there is no
book that similar with The Smart Grid and Cybersecurity - Regulatory Policy and Issues. It gives you thrill
examining journey, its open up your personal eyes about the thing that will happened in the world which is
probably can be happened around you. It is possible to bring everywhere like in recreation area, café, or even
in your technique home by train. Should you be having difficulties in bringing the branded book maybe the
form of The Smart Grid and Cybersecurity - Regulatory Policy and Issues in e-book can be your choice.

Danielle Deguzman:

Information is provisions for those to get better life, information currently can get by anyone on everywhere.
The information can be a expertise or any news even restricted. What people must be consider while those
information which is from the former life are difficult to be find than now could be taking seriously which
one is acceptable to believe or which one the resource are convinced. If you find the unstable resource then
you have it as your main information there will be huge disadvantage for you. All those possibilities will not
happen in you if you take The Smart Grid and Cybersecurity - Regulatory Policy and Issues as the daily
resource information.

Vickie Duke:

Your reading 6th sense will not betray a person, why because this The Smart Grid and Cybersecurity -
Regulatory Policy and Issues guide written by well-known writer who really knows well how to make book
that can be understand by anyone who all read the book. Written inside good manner for you, dripping every
ideas and producing skill only for eliminate your own hunger then you still hesitation The Smart Grid and
Cybersecurity - Regulatory Policy and Issues as good book but not only by the cover but also by the content.



This is one e-book that can break don't evaluate book by its deal with, so do you still needing a different
sixth sense to pick that!? Oh come on your studying sixth sense already said so why you have to listening to
another sixth sense.
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